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Methods. In the security process system the following methods are used: analysis method (gen-
eralization of the problem, elaboration of the measures to improve security procedures), comparison
(to identify of the assessment of M-Payment systems), formalization (to set the problem of the math-
ematical modelling).

Results. The different payment schemes and their use, technology and security have been gen-
eralized. Most pay methods are account-based payment systems and their core. The focus is on se-
curity, privacy and authentication.

Models of mobile payment system (MPS) have been proposed, as well as their technologies
and payment methods, various security mechanisms embedded in MPS, encryption technologies and
authentication methods. Mobile payment system security mechanism is proposed in response to mod-
ern demands. It has been demonstrated that keeping in check the confidentiality, integrity and avail-
ability triad, each payment should be made with authentication and encryption because the future of

MPS depends on its security features.

Novelty. Scientific novelty of the research is in the outlining of strategic prospects of the en-
cryption technologies, authentication methods, and firewall in MPS, to provide different security as-

pects.

Practical value. The potential impact of digitalization on mobile payment systems makes it
more difficult than just the result of modular reorganization. The practical value of the paper is to fix
the dynamics that can not be found in developed countries. Findings can be applied to other mobile

payment systems in developing economies.

Keywords: Electronic Commerce, Business Models, Transactions, Mobile Payment Method,
Online System, Payment System, mobile Commerce, Authentication, firewall, Cyberattacks.

Statement of problem. Mobile Electronic
Commerce (MEC) refers to e-commerce activi-
ties relying solely or partially on mobile e-com-
merce transactions. MEC operates partially in a
different environment than E-Commerce con-
ducted in fixed Internet, due to the special char-
acteristics and constraints of mobile terminals
and wireless networks and the context, situations
and circumstances in which people use their
hand-held terminals.

MEC has a number of business, technical
and legal implications that are different from
ecommerce in the fixed Internet setting. Most
notably, location-based products and services is
a completely new business, technical, and legal
area that is typical of MEC [1, p.123]. Wireless

Application Protocol (WAP) on one hand and
TCP/IP+HTTP supporting mobile handsets,
Communicator on the other hand.

WAP plays an important role in MEC by
optimizing Internet standards for the constraints
of the wireless environment and hand held ter-
minals and thus bridging the gap between Inter-
net and mobile world.

Analysis of recent papers. The current re-
search in the area is focused on the usage of mo-
bile phone to perform payment securely. How-
ever, mobile systems face different limitations
[2, p.355], such as low storage and computation
power, due to which they cannot perform heavy
encryption operations. Different attacks are re-
ported on mobile devices due to lack of security
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patches such as spoofing, phishing, malware,
and sniffing attacks [3, p. 1]. Information and
communication technology (ICT) is being ex-
tensively used all around the world [4, p.247].

Aim of the paper. The purpose of this ar-
ticle is in the outlining of strategic prospects of
the encryption technologies, authentication
methods, and firewall in MPS, to provide differ-
ent security aspects.

Materials and methods. Security is es-
sential for MPS, and many security standards
such as PCI DSS (Payment Card Industry Data
Security Standard) [5], which was first released
in 2004, is used to maintain the CIA triad. The
people or merchants who use payment cards fol-
low PCI DSS standards but security violations
can still occur. When security violations occur,
personal information, payment card information
such as expiration date, ATM card number, se-
curity code, and transaction ID are at risk, and it
can lead to fraud or illegal usage of service.

Security and payment methods
for mobile commerce

A Mobile Payment is defined as a payment
for product or services between two parties for
which a mobile device plays a key role in the re-
alization of payment. In an MPayment activity a
mobile phone is used by the payer in one or more
steps during banking or financial transactions.
The ubiquity of cell phones together with the
convenience it offers suggests that mobile pay-
ments will constitute an increasing proportion of
electronic payments.

Mobile applications can be either be mo-
bile web or native. Security issues in mobile web
applications closely resemble those of tradi-
tional web applications because of homogeneity
in underlying development technologies and
protocols. [6, p.78].

Researcher Saxena and others present a
few ways to overcome various security threats
with online payment systems [7, p.756].

Thangamuthu introduces various types of
online payments such as credit card, e-wallet,
debit card, net Bank, smart card, mobile pay-
ment and Amazon payment. The authors also
present certain requirements for online pay-
ments, Such as integrity and authentication, out-
of-zone authorization, password authentication,
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signature authentication, privacy, and accessibil-
ity and reliability [8, p.86].

Saranya and Naresh have proposed a new
Secure Authentication Protocol (SAP) for mo-
bile payments. The author used cryptography
techniques for authentication between server
and client. The proposed technique ensures the
security of the user data account and ensures the
confidentiality of the payment transaction [9,

p.1].

There are two methods of Mobile Payment
Systems: account based payment system and to-
ken based payment system [10, p.27].

1) Account Based Payment System.

In the account-based transaction, we need
cards or information cards like ATM or credit
card. Using this process, the amount is charged
from the user’s bank account after getting the re-
quired details or getting confirmation of the
transaction from the user.

Risk Factor: If any misuse of card or de-
tails is done or any forgery or identity theft is
done, then it will affect this system.

2) Token Based Payment System

It is a new electronic payment method
based on tokens instead of cash or credit cards.
These tokens are generated by any bank, service
provider, or telecom company. Moreover, it is
used in the same way as cash is used. By using
such tokens, users can pay to any company
through mobile, and those tokens will be sent to
that company which they can encash, or the pro-
vider will pay them for each token.

Risk Factor: These tokens will have no
worth if the user has tokens in their account and
the merchant does not accept those tokens.

M-Payment Life cycle.

Payment transaction in a mobile environ-
ment is very similar to a typical payment card
transactions shown in Fig 1. It differs in the
transport of payment detail involved i.e. wireless
device using WAP/HTML based browser.

Mobile payment lifecycle has the follow-
ing main steps.

1. Registration: Customer opens an ac-
count with payment service provider for pay-
ment service through a particular payment
method.

2. Transaction: Transaction mainly com-
prised of following four important steps.
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a) The desire of a customer is generated
using a SMS or pressing a mobile phone button.

b) The content provider forwards the re-
quest to the payment service provider.

c) Payment service provider then requests
a trusted third party to authenticate and authorize
the customer.

d) Payment service provider informs con-
tent provider about the status of the authentica-
tion and authorization. If successful authentica-
tion of the customer is performed, content pro-
vider will deliver the requested goods.

3. Payment settlement: This operation can
take place during real time, prepaid or postpaid
mode.

Customer Merchant Payment Service TP

Provider

Authentication and

-ai Service request |% | Service request |—>

Authorization

fe—] request/response

— Delivery of Purchase |

Service Authorization
% Billing l(i
H Payment | ——

Fig 1: M-Payment life Cycle

A real time payment involves the ex-
change of some form of electronic currency, for
example payment settlement directly through a
bank account. In prepaid type of settlement cus-
tomers pay in advance using smart cards or elec-
tronic wallets. In post pay mode the payment ser-
vice provider sends billing information to the
trusted third party, which sends the bills to cus-
tomers, receives money back, and then sends the
revenue to payment service provider. [11, p.3].

Mobile payment system security mechanism

MPS security mechanism included: En-
cryption technology, authentication, and a fire-
wall.

Encryption technology.

Encryption technology included: Symmet-
ric encryption and public-key encryption.

136

1) Symmetric Key Encryption (SKE) -
SKE system uses a common key to encrypt mes-
sages, which means both sender and receiver
will hold a common key for encryption and de-
cryption.

2) Public-Key Encryption (PKE) - PKE
system is a type of asymmetric encryption be-
cause the same key is not used to encrypt and
decrypt the messages. In the PKE system, two
different keys are used, called public and private
key.

Authentication.

Authentication included: Digital signature
and certificate authority.

Digital Signature (DS) is a string value
calculated using text value to a Hash value.

Certificate Authority (CA) is a trusted or-
ganization that publishes and manages network
security public keys infrastructure (PKI) and
credentials for message encryption. As part of
the PKI, the CA will use the registry for verifi-
cation.

Firewall

The firewall can simultaneously protect
the system/local network against network-based
threats. The firewall allows access to the outside
world to the local network. In most scenarios, a
firewall is necessary because it is difficult to
equip all devices with different security devices.
[12, p.201].

Cyber attacks on mobile payment system

Attacks of various levels on MPS can be
by unauthorized malicious users. The first attack
is aimed at mobile money users. It involves users
accessing the PIN via shoulder surfing when it
does not have a mask with a four- to five-digit
PIN [13, p.798]. This PIN can allow attackers to
commit fraudulent transactions.

The second type of attack involves accu-
mulating money Communication channels.
Breaking and control MMS traffic and account
manipulation for transactions can be done using
these items.

The third type of attack is on a mobile
money server Application. Access to the server
for both mobile money agents and users is sus-
pended when such an attack is carried out on the
server.

The fourth point of attachment is the IT
Administrator. The administrator computer can
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be hacked by an unauthorized person, making it
inaccessible to the administrator.

Technologies used in the M-PAYMENT process

The M-Payment system uses mobile tech-
nology to communicate between individuals in-
volved in the payment process.

Near Field Communication (NFC) [14,
p.1] is communication a protocol that allows
communication between two devices. The Mo-
bile Global System (GSM) [15, p.54] is the
standard mobile communication system. Radio
Frequency Identification (RFID) [16, p.54] uses
electromagnetic field or tags attached to an ob-
ject for identification. Short Message Service
(SMS) [17, p.62] is a text messaging service
used to communicate via mobile phone. Blue-
tooth is the standard for wireless technology; Us-
ing this we can connect devices to fix short dis-
tances.

An ldentity-Based Signature (IB-Signa-
ture) [18, p.229] is a type of Public Key Infra-
structure (PKI) in which a string representing an
individual is publicly used as a public key, e.g.,
an email address.

Wireless Application Protocol (WAP) [19,
p.397] is a standard protocol used to access in-
formation over a wireless network. Universal
Factor 2 (U2F): This is an open authentication
standard that provides two-factor secure authen-
tication.

Processing the query on encrypted data is
the solution To solve the additional overhead
caused by using encryption, and such a tech-
nique leads to a significant improvement in the
scenario where data needs to be processed in al-
most real time [20, p.120].

Security analysis includes various ser-
vices: Confidentiality, Authentication, integrity,
Customer Anonymity and others.

Confidentiality.

Privacy is provided using Java compo-
nents, cryptography, OTP and PKI infrastruc-
ture, GSM security mechanism, A5 and AS,
RSA encryption mechanism, DES and ECC,
AES algorithm.

Authentication.

Authentication is performed by reading
the RFID tag, which is embedded in the SIM
card. RFID reader authenticates the user in this
scheme. In authentication is provided by asking
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for a PIN and account number.

Fig. 2. M-Payment system based Technology

Customer anonymity

Do not need to re.gister with a merchant
either before or during the transaction of any
third party to ensure the anonymity of the client.
According to W. Chen, a client’s long-term ID
card is not disclosed to the merchant, which en-
sures the client’s anonymity [21, p.83].

Security analysis of M-Payment systems
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Fig. 3. M-Payment Security

According to Singh and Jasmine, anonym-
ity of the user is guaranteed as it requires only
the user's mobile, the number provided by their
payment application or a short code [22, p.143].
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Conclusion. Due to the increase in tech-
nology used worldwide to ease daily life activi-
ties, mobile payment systems also emerged rap-
idly for the same reasons.

This paper discusses the different payment
schemes and their use, technology and security
provided. Most pay methods are account-based
payment systems and their core. The focus is on
security, privacy and authentication.

The paper provides analysis of the encryp-
tion technologies, authentication methods, and
firewall in MPS.

However, the main point is that keeping in
check the confidentiality, integrity and availabil-
ity triad, each payment should be made with au-
thentication and encryption because the future of
MPS depends on its security features.

In the future, research needs to be con-
ducted on current delays using less mobile pay-
ment solutions and network remediation
measures.
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[MPOBJIEMU BE3ITEKN B MOBUIbBHUX TNIATDKHUX CUCTEMAX HOBOI'O
[MOKOJITHHA
T. I. Mwsioobaosze, npogecop, I'opiticokuii Oepacasnutl yruisepcumem (I py3is)

MeTtonoaorist focaiaeHHs. Y cHCTEMI JOCIIKEHHS Mpolecy 0e3MeKn BUKOPHUCTOBYIOTHCS
TaKi METOIU: METOJ] aHali3y (y3aralbHEHHs MpobaeMu, po3poOKa 3aX0diB 11010 IMOKPAIIEHHS MPO-
neayp 0e3mnexu), MOpiBHAHHSA (7151 BUSIBICHHS OLiHKM cucteM M-Payment), dopmanizanii (mocra-
HOBKa MPOOJIEMU MaTEMAaTUIHE MOJICITFOBAHHS ).

Pe3yabTaTH. Y3arajapbHEHO Pi3HI CXeMHU OIUIATH 32 IXHIM BHKOPHCTAHHSIM, TEXHOJOTIEI0 Ta
Oe3rekoro. binpuricTh crmoco6iB OMIaTH — 1€ TUIATIXKHI CHCTEMHU Ha OCHOBI paxyHKY 3 siapoM. OCHOB-
Ha yBara npuaiiseTbes Oe3neni, KOH(iIeHIIHOCTI Ta ayTeHTUdIKaIlii.

3anpornoHoBaHO Mojei MoOUTbHUX MiaThkHUX cucTeM (MIIC), a Takox iX TeXHOJorii Ta
croco0u or1aTy, pi3Hi MexaHizmu 6e3neku, BOynoani B MIIC, texnounorii muppyBaHHs Ta METOAU
ayTeHTH}IKaIlii. Y BIAMOBIIb HA Cy4acHI BAMOTH 3alPOIIOHOBAHO MEXaH13M 0e3MeKH CUCTeMU MOOi-
JTBHUX TJIATEKIB.

[TponemoHcTpOBaHO, 1110, 30epiratoyu Tpiaay KOH(IAEHIIHHOCTI, IIITICHOCTI Ta JOCTYITHOCTI,
KO>KEH TUIATK Ma€ 3/1iCHIOBAaTHCS 3 ayTeHTU(IKaIli€ro Ta H(PyBaHHAM, OCKUIbKH MaiioyTHe MPS
3aNeXKUTh BiJl HOTro PyHKIIiH Oe3MeKu.

HoBu3na. HaykoBa HOBH3HA JOCIIKEHHS MOJISTAE B OKPECICHHI CTPATETIYHUX MEPCIIEKTUB
TEXHOJIOT1M muQpyBaHHs, METOIB ayTeHTH(iKallii Ta Opannamayepa B MPS s 3aGe3nedeHHs pis-
HUX aCIeKTiB OE3IeKH.

IIpakTuyna 3HauymicTs. [loTeHIHUI BIUTMB AiKUTANI3a1lii HA CHCTEMHU MOOUIBHUX I1J1a-
TEXIB JACUIO CKJIAIHIIINHI, HI’K MPOCTO pe3yJIbTaT MOAYIbHOI peopraHizanii. [IpakTuina miHHICTH po-
00TH ToNsSIrae B TOMY, 00 3aikcyBaTH AUHAMIKY, SKO1 HE MO’KHA 3HAWTH B PO3BHHEHUX KpaiHaX.
BucHOBKM MOXXyTh OyTH 3aCTOCOBaHI J0 1HIIUX CUCTEM MOOUTHHUX IUIATEXKIB Y KpaiHax, 0 PO3BH-
BalOThCSI.

Kniouogi cnosa: enekTpoHHa KoMepilis, Oi3HEC-MO/IeNi, TpaH3aKIlil, MOOUTBHUN CIIOCiO Or1-
JaTy, OHJIAlH-CUCTEMa, TUIATIXHA chucTeMa, MOOUIbHA KoMepllis, ayTeHTH(dikanist, OpaHamayep, Ki-
Oeparaku.

Haoitwna oo pedaxyii 03.02.22 p.

ISSN 2709-6459, Exonomiunuii BicHuk, 2022, Nel 139




